
WHAT IS THE GOVERNANCE MODULE?
The Governance Module is a cybersecurity analytic tool designed to provide you with the right 

visibility of your organization’s overall security posture at one glance. Easily accessible at all times 

through the ArkAngel risk management platform, the Governance Module dashboard focuses on 

the asset properties of your organization and the vulnerabilities that are discovered continuously. 

It helps you understand what your current security posture is, how it can evolve over time and 

how you can lower your cybersecurity risk in line with your business objectives. 

The Governance Module is based on the 20 Critical Security Controls (CSC) developed by the 

Center for Internet Security (CIS). The controls represent high-priority, highly effective defensive 

actions that provide a “must-do, do-first” starting point for organizations seeking to improve 

their cyber defense.

HOW DOES IT WORK?
Hitachi Systems Security Inc.’s Governance Module was developed in order to:

 � Give you the right tools to measure your risk and identify high-risk assets 

based on vulnerability scans and control settings

 � Help you project future improvements by comparing various control maturity 

scenarios

 � Evaluate your business group’s most vulnerable assets and provide automated 

recommendations based on leading security best practices to mitigate your 

risks

 � Provide you with a risk overview of your business systems (e.g. departments 

or processes running in your organization) by identifying their confidentiality, 

integrity and availability levels

 � Drill down on your organization’s current threats by business system devices 

group in asset types with the threat model view 

THE GOVERNANCE MODULE

Does your organization have a strategy for protection against 

cyberattacks? Do you know which threats you are facing the most? 

Can you identify which assets are exposed to the highest risks? Hitachi 

Systems Security Inc.’s Governance Module was designed to provide 

you with answers to these questions.
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BENEFITS

FROM INCIDENT REVIEW TO RISK MANAGEMENT 
Instead of simply reviewing your organization’s incidents one by one, you can 

quickly evaluate your organization’s security posture and apply strategic risk 

management principles. Our recommended best practices will help you decrease 

your risk to an acceptable level within your specific business context, and show 

you how to improve your security posture one step at a time.

AGILE APPROACH
Hitachi Systems Security Inc. has leveraged extensive risk analysis calculations to 

define default settings for all customer environments. However, our agile approach 

allows you to customize these settings according to you specific business needs 

and adjust them as needed.

PRIORITIZED APPROACH BASED ON BEST PRACTICES
The Governance Module is based on the 20 CIS Critical Security Controls to 

ensure conformity with one of the most comprehensive information security 

control frameworks. A principal benefit of these controls is that they prioritize 

and focus a smaller number of actions with high pay-off results. The controls 

are effective because they are derived from the most common attack patterns 

highlighted in the leading threat reports and vetted across a very broad community 

of government and industry practitioners.

DESIGNED FOR COMPLIANCE
The Governance Module is flexible enough to be applied to a variety of other 

industry-relevant frameworks and standards, such as NIST, ISO 27002, PCI DSS 

and HIPAA.
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To find out more about our Governance Module or 

schedule a live demo presentation, please contact us: 

Email. info@hitachi-systems-security.com

Telephone. +1-450-430-8166 / +1-866-430-8166 (toll free)

Hitachi Systems Security Inc.
955 boul. Michèle-Bohec, Suite 244, Blainville (Québec) J7C 5J6 Canada

Tel: +1 450-430-8166    Fax: +1 450-430-1858

www.hitachi-systems-security.com


