BREAK THE SILOES!
PROTECT YOUR DIGITAL
ASSETS WITH THE SOC
VISIBILITY TRIAD
In today’s digitalized world, companies of all types and sizes need to
protect their critical data assets against breaches and intrusions.
Unfortunately, most of them do not have the necessary time, money, or
resources to monitor their environment themselves. That is where a
Managed Security Service Provider (MSSP) comes in.

HITACHI SYSTEMS SECURITY PROVIDES A FULL-SCALE MANAGED
SECURITY SERVICE (MSS) TO ALLOW YOU TO PROTECT YOUR
MOST VALUABLE IT ASSETS WHILE HELPING YOU MEET THE
MOST STRINGENT COMPLIANCE REQUIREMENTS AND INTERNAL
CONTROLS.

Our Managed Security Services, offered through our proprietary
ArkAngel risk management platform, are built to address your growing
IT security needs and offer you the highest standard of protection with
a Service Level Agreement customized to your needs and business
requirements.
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Security in depth is a concept that re-enforces the fact that there are
no 100% secure systems. However, by utilizing a layered approach to
security and introducing an AI element, threats pertaining to any
organization can be brought to a minimum. To ensure a layered
security approach, any organization must implement security
differently.

THREE IS MORE POWERFUL THAN ONE.
TRANSFORMATION REQUIRES A CULTURE
SHIFT AT EVERY LEVEL.

It is no longer enough to rely on the more traditional
ingress/egress (North-South) threat prevention model, as
demonstrated by recent global events. With more people
working from home, organizations need a more realistic
approach focusing on detecting threats that have circumvented
the firewall and are living off the land and extending their
reach inside the enterprise environment.
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Having the right intelligence at the right time will enable businesses to
detect threats, identify and secure their critical assets, and remediate
attacks in real-time. The Security Operations Center (SOC) Visibility
Triad combines three foundational tools: security incident and event
management (SIEM), endpoint detection and response (EDR), and
network traffic analysis, also known as network detection and response
(NDR).

Traditional Security Defenses Have
Lost Their Effectiveness.
Security teams that deploy the SOC Visibility triad are empowered to
answer a broader range of questions when responding to an incident or
hunting for threats. Threats are stealthy, acting over long periods,
secreted within encrypted traffic, or hidden in tunnels. With these
increasingly sophisticated threats, security teams need quick threat
visibility across their environments.
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SIEM
For decades, security teams have relied on SIEMs as a
dashboard for security activities across their IT environment.
SIEMs collect event log information from other systems,
provide data analysis, event correlation, aggregation, and
reporting. Integrating threat detections from EDR and NDR can
make a SIEM an even more powerful tool, enabling security
analysts to anticipate and to stop attacks faster.

When an incident occurs, analysts can quickly identify the
affected host devices, determine the nature of the attack, and
evaluate if it succeeded. More importantly, given the machine
learning and AI components, the attack pattern can be
identified to prevent future attacks proactively. SIEMs also
communicate with other network security controls, such as
firewalls or NAC enforcement points, to direct them to
recognize and block malicious activity.
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NDR
Network metadata is the most authoritative source for finding threats.
The only traffic on the wire reveals hidden threats with complete
fidelity and independence. Traditional methods, such as analyzing
logs, only show you what you’ve seen, not the fundamental threat
behaviours.

Our NDR solution collects and stores vital network metadata and
augments it with machine learning and advanced analytics to detect
suspicious activities on enterprise networks and thus provides an
aerial view of the interactions between all devices on the network
and gives a 360-degree, enterprise-wide view—from public cloud and
private data center workloads to user and internet-of-things devices.

info@hitachi-systems-security.com

EDR
Endpoint compromises are all too common, whether from malware, unpatched vulnerabilities, or inattentive users. Mobile devices can be
easily compromised on public networks and then reconnected to the
corporate network, where the infection spreads. Internet-of-things (IoT)
devices are notoriously insecure. An EDR solution offers more
sophisticated capabilities than traditional antivirus, with detailed
tracking of malicious activities on an endpoint or host device.

EDR provides a real-time, ground-level view of the processes running
on a host or device and interactions among them and captures
execution, memory activities, system changes, activities, and
modifications. This visibility helps security analysts spot patterns,
behaviors that are indicators of compromise, or other hidden threats.
Finally, this data can be mapped against other security intelligence
feeds to detect threats that can only be seen from inside the host.
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BENEFIT FROM A NETWORK-CENTRIC APPROACH
TO PROTECTING YOUR DIGITAL ASSETS.
EDR and NDR are Artificial Intelligence (AI) enabled solutions. When
combined with SIEM (which is the service you have with us), it
provides greater security visibility and a more network-centric
approach to protecting your critical information/assets. More
organizations are adopting a cloud-first strategy to scale their
businesses and increase agility.

Adopting the cloud also dramatically expands the attack surface and
increases exposure to new threats: security teams must track rogue
instances and eliminate risks like misconfigurations, insecure APIs,
and unauthorized access. This represents a path toward easing the
urgent challenges faced by modern enterprise security teams and
toward a more secure future.
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CONTACT
Hitachi Systems Security World Headquarters
955 Michèle-Bohec Boulevard, Suite 244
Blainville, QC J7C 5J6
Canada
T: +1 866-430-8166 (toll free in North America)
T: +1 450-430-8166

Hitachi Systems, Ltd.
1-2-1 Osaki, Shinagawa-ku
Tokyo 141-8672
Japan
T: +81 3 5435 7777

Hitachi Systems Security Europe
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3960 Sierre
Switzerland
T: +41 27 455 00 22
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